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Abstract

In today's interconnected digital landscape, trust in the cybersecurity of businesses and organizations
is paramount. Cygienic, a leading cybersecurity rating vendor, has gained recognition for its robust
assessment methodologies and comprehensive evaluation criteria. This white paper delves into the
factors that make Cygienic's cybersecurity ratings trustworthy, including its data sources, evaluation
process, transparency, and industry reputation. By understanding the key elements of Cygienic's
approach, businesses can confidently rely on its ratings to enhance their cybersecurity posture.
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1. Introduction

Cybersecurity ratings play a vital role in helping organizations assess and improve their security
postures. Trust is an essential component in choosing a cybersecurity rating vendor, and Cygienic has
emerged as a trusted partner for businesses worldwide. This white paper explores the elements that
underpin trust in Cygienic's cybersecurity ratings.

2. Globally Unified Security Ratings

In a recently published white paper, titled. “Unified Security Scores Between Security Rating
Vendors”. Cygienic compared its data collection methods and security scores against other security
rating vendors. The conclusion was a unified approach in company evaluations and scores amongst
the security rating vendors.

3. Industry Reputation

Cygienic has garnered a strong industry reputation as a reliable and consistent cybersecurity rating
vendor. This reputation is built on its long-standing commitment to data accuracy, thorough
evaluations, and partnership with organizations across sectors.

4. Global Standards and Principles

In the realm of security ratings, adhering to key principles for fairness and accuracy is paramount.
This involves integrating widely recognized metrics such as the Common Vulnerability Scoring System
(CVSS) and the National Institute of Standards and Technology's (NIST) Common Vulnerabilities and
Exposures (CVE) database. Moreover, organizations should consider the guidance provided by
entities like the U.S. Chamber, which champions principles for fair ratings. By embracing these
principles, businesses can ensure that their security ratings are rooted in standardized, reliable, and
unbiased assessments, enabling them to make informed decisions and strengthen their cybersecurity
postures.

Cygienic Severity Scores

Severity Severity
Score Rating
0.1-3.9 Low
4.0-6.9 Medium
7.0-8.9 High
9.0-10.0 Critical

*https://www.uschamber.com/security/cybersecurity/principles-for-fair-and-accurate-security-ratings.
**https://www.cvedetails.com/cvss-score-distribution.php

***https://nvd.nist.gov/vuln-metrics/cvss

Proprietary and Confidential to Cygienic Pte Ltd. Page |2



5. Data Sources and Data Quality

Cygienic's trustworthiness begins with the quality and diversity of its data sources. The vendor
aggregates information from a wide array of public and proprietary sources, including:

e DNS records

SSL/TLS certificates

e Vulnerability databases

e Historical breach data

e Dark web monitoring

e Regulatory compliance reports
e Online scanning tools

e Industry-specific intelligence

The multi-sourced approach ensures a comprehensive view of an organization's cybersecurity
posture. Data quality is rigorously maintained, with continuous monitoring and validation of the
sources. Cygienic actively seeks data redundancy and corroborates information to reduce the risk of
inaccuracies.

6. Rigorous Evaluation Process

Cygienic's evaluation process is characterized by its rigor and sophistication. Key aspects of this
process include:

e Automated and manual data collection

e Proprietary algorithms for risk assessment

e Evaluation against common vulnerabilities and exposure (CVE) databases
e Comparative analysis with industry benchmarks

e Continuous monitoring and updates

e Analysis of external attack surface

The combination of automated tools and human expertise ensures the accuracy and relevance of
Cygienic's ratings. The comprehensive evaluation process accounts for various dimensions of
cybersecurity, such as network security, encryption, web application security, and compliance.

7. Transparency

Transparency is a cornerstone of trust in Cygienic's ratings. The vendor provides detailed reports and
explanations for its assessments. This transparency extends to the following areas:

e Clear and concise scoring methodologies

e Access to assessment data and sources
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e Documentation of data validation processes

e Openness about data update frequencies

e Demonstrated commitment to staying current with industry standards.

By offering transparency in its practices, Cygienic’s empowers organizations to understand their

ratings and make informed decisions regarding security improvements.

Security Total

Checkpoints Points
Email Security 6 25 11%
Webpage Security 11 36 15%
Data Privacy 8 32 14%
Systems Compromised 5 40 17%
System Vulnerabilities 8 59 26%
Network Open Ports 16 38 17%

Total 55 Probes Max Score 230= [A+]

Cygienic

Grading % Score
A+ total points between 93-100%
A total points between 85-92%
B+ total points between 79-84%
B total points between 73-78%
C+ total points between 62-72%
C total points between 55-61%
D+ total points between 47-54%
D total points between 40-46%
E total points between 00-39%
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6. Conclusion

Trust in cybersecurity ratings is a critical component in securing an organization's digital assets.
Cygienic's trustworthiness is evident in its diverse and high-quality data sources, rigorous evaluation
process, transparency, and industry reputation. Organizations that rely on Cygienic's ratings can have
confidence in the integrity and reliability of the assessments. By partnering with Cygienic, businesses
can take proactive steps to enhance their cybersecurity posture and protect against evolving cyber
threats.
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